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ABSTRACT

Due to the ever-increasing complexities in cybercrimes, there is the need for cybersecurity
methods to be more robust and intelligent. This will make defense mechanisms to be capable of
making real-time decisions that can effectively respond to sophisticated attacks. To support this,
both researchers and practitioners need to be familiar with current methods of ensuring
cybersecurity (CyberSec). In particular,the use of artificial intelligence for combating cybercrimes.
However, there is lack of summaries on artificial intelligent methods for combating cybercrimes.
To address this knowledge gap, this study sampled 131 articles from two main scholarly databases
(ACM digital library and IEEE Xplore). Using a Systematic mapping, the articles were analyzed
using quantitative and qualitative methods. It was observed that artificial intelligent methods have
made remarkable contributions to combating cybercrimes with significant improvement in
intrusion detection systems. It was also observed that there is a reduction in computational
complexity, model training times and false alarms. However, there is a significant skewness within
the domain. Most studies have focused on intrusion detection and prevention systems, and the
most dominant technique used was support vector machines. The findings also revealed that
majority of the studies were published in two journal outlets. It is therefore suggested that to
enhance research in artificial intelligence for CyberSec, researchers need to adopt newer

techniques and also publish in other related outlets.
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ARTIFICIAL INTELLIGENCE FOR CYBERSECURITY:
A SYSTEMATIC MAPPING OF LITERATURE

1.Introduction

Intrusion Detection System is a security software that analyzes network traffic
for suspicious action and issues alert signals when such action is found. It examines
the network by collecting an adequate amount of data and detecting sensor nodes'
abnormal behavior. Intrusion Detection System(IDS) also checks illegal access to the
system and inappropriate use of the system. Such detection methods are instrumental
in identifying unauthorized access, hackers and traders, masquerading software's, etc.
[1]. IDS congregate data from the traffic within a computer system or from a network
and is known as audit data. This audit data is analyzed to detect any violation in the
system security policy, and in case any security breach is identified, a security break is
concluded. This violation in security is possible from two ends, one from inside the
network or from the outside the network. There are two methods for intrusion
detection misuse detection and the anomaly detection [2]. In the misuse detection
method, IDS examines the data it collects and relates it with an extensive database of
known attack patterns. Attack patterns are kept in the database, and each packet is
matched with patterns in the database; if it is a malicious packet, an alert is generated.

Anomaly detection method aims to reveal abnormal behavior of the system.

With the recent interest and progress in the development of internet and
communication technologies over the last decade, network security has emerged as a
vital research domain. It employs tools like firewall, antivirus software, and intrusion
detection system (IDS) to ensure the security of the network and all its associated

assets within a cyberspace.1 Among these, network -based intrusion detection system

(NIDS) is the attack detection mechanism that provides the desired security by

constantly monitoring the network traffic for malicious and suspicious behavior .
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The evolution of malicious software (malware) poses a critical challenge to the
design of intrusion detection systems (IDS). Malicious attacks have become more
sophisticated and the foremost challenge is to identify unknown and obfuscated
malware, as the malware authors use different evasion techniques for information
concealing to prevent detection by an IDS. In addition, there has been an increase in
security threats such as zero-day attacks designed to target internet users. Therefore,
computer security has become essential as the use of information technology has

become part of our daily lives.

The idea of IDS was first proposed by Jim Anderson in 1980.4 Since then,
many IDS products were developed and matured to satisfy the needs of network
security.5 However, the immense evolution in the technologies over the last decade
has resulted in a large expansion in the network size, and the number of applications
handled by the network nodes. As a result, a huge amount of important data is being
generated and shared across different network nodes. The security of these data and
network nodes has become a challenging task due to the generation of a large number
of new attacks either through the mutation of an old attack or a novel attack. Almost
every node within a network is vulnerable to security threats. For instance, the data
node may be very important for an organization. Any compromise to the node's
information may cause a huge impact on that organization in terms of its market
reputation and financial losses. Existing IDSs have shown inefficiency in detecting

various attacks including zero-day attacks and reducing the false alarm rates (FAR).6
This eventually results in a demand for an efficient, accurate, and cost-effective

NIDS to provide strong security to the network.
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To fulfill the requirements of an effective IDS, the researchers have explored the
possibility of using machine learning (ML) and deep learning (DL) techniques. Both
ML and DL come under the big umbrella of artificial intelligence (Al) and aim at
learning useful information from the big data.7 These techniques have gained
enormous popularity in the field of network security, over the last decade due to the
invention of very powerful graphics processor units (GPUs).8 Both ML and DL are

powerful tools in learning useful features from the network traffic and predicting the

normal and abnormal activities based on the learned patterns.

The ML-based IDS depends heavily on feature engineering to learn useful
information from the network traffic.9 While DL -based IDS do not rely on feature

engineering and are good at automatically learning complex features from the raw

data due to its deep structure.
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2. Literature Survey

2.1 Types Of IDS

2.1.1 Intrusion detection systems

Intrusion can be defined as any kind of unauthorised activities that cause
damage to an information system. This means any attack that could pose a possible
threat to the information confidentiality, integrity or availability will be considered an
intrusion. For example, activities that would make the computer services unresponsive
to legitimate users are considered an intrusion. An IDS is a software or hardware
system that identifies malicious actions on computer systems in order to allow for
system security to be maintained (Liao et al., 2013a). The goal of an IDS is

to identify different kinds of malicious network traffic and computer usage, which
cannot be identified by a traditional firewall.

2.1.2 Signature-based intrusion detection systems (SIDS)

Signature intrusion detection systems (SIDS) are based on pattern matching
techniques to find a known attack; these are also known as Knowledge-based
Detection or Misuse Detection (Khraisat et al., 2018). In SIDS, matching methods are
used to find a previous intrusion. In other words, when an intrusion signature matches
with the signature of a previous intrusion that already exists in the signature database,
an alarm signal is triggered. For SIDS, host’s logs are inspected to find sequences of
commands or actions which have previously been identified as malware. SIDS have

also been labelled in the literature as Knowledge-Based Detection or Misuse

Detection (Modi et al., 2013).
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2.1.3 Anomaly-based intrusion detection system (AIDS)

AIDS has drawn interest from a lot of scholars due to its capacity to overcome
the limitation of SIDS. In AIDS, a normal model of the behavior of a computer
system is created using machine learning, statistical-based or knowledge-based
methods. Any significant deviation between the observed behavior and the model is

regarded as an anomaly, which can be interpreted as an intrusion. The assumption for

this group of techniques is that malicious behavior differs from typical user behavior.

2.1.4 Knowledge-based techniques

This group of techniques is also referred toas an expert system method. This
approach requires creating a knowledge base which reflects the legitimate traffic
profile. Actions which differ from this standard profile are treated as an intrusion.
Unlike the other classes of AIDS, the standard profile model is normally created
based on human knowledge, in terms of a set of rules that try to define normal system

activity.
2.1.5 Finite state machine (FSM)

FSM is a computation model used to represent and control execution flow. This
model could be applied in intrusion detection to produce an intrusion detection system
model. Typically, the model is represented in the form of states, transitions, and
activities. A state checks the history data. For instance, any variations in the input are
noted and based on the detected variation transition happens (Walkinshaw et al.,
2016). An FSM can represent legitimate system behaviour, and any observed

deviation from this FSM is regarded as an attack.
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2.2 Python

Python is a programming language, which means it’a a language both people
and computers can understand. Python was developed by a Dutch software engineer
named Guido van Rossum, who created the language to solve some problems he saw

in computer languages of the time.

Python is an interpreted high-level programming language for general-purpose

programming. Created by Guido van Rossum and first released program.

Python features a dynamic type system and automatic memory management. It
supports multiple programming paradigms, including object-oriented, imperative,

functional and procedural, and has a large and comprehensive standard library.

Python interpreters are available for many operating systems. C Python, the

reference implementation of Python, is open source software and has a

community-based development model, as do nearly all of its variant
implementations.

C Python is managed by the non-profit Python Software Foundation.

2.2.1 Uses Of Python

One significant advantage of learning Python is that it’s a general-purpose
language that can be applied in a large variety of projects. Below are just some of the

most common fields where Python has found its use:

e Data science
e Scientific and mathematical computing
e Web development

e Computer graphics
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2.2.2 Uses of Python in Data Science

There are plenty of Python scientific packages for data visualization, machine
learning, natural language processing, complex data analysis and more. All of these
factors make Python a great tool for scientific computing and a solid alternative for
commercial packages such as MatLab. The most popular libraries and tools for data

science are:

e Pandas: a library for data manipulation and analysis. The library
provides data structures and operations for manipulating numerical

tables and time series.
e NumPy: the fundamental package for scientific computing with
Python, adding support for large, multi-dimensional arrays and

matrices, along with a large library of high-level mathematical

functions to operate on these arrays.

e SciPy: a library used by scientists, analysts, and engineers doing

scientific computing and technical computing.

As a result of this popularity there are plenty of Python scientific packages for
data visualization, machine learning, natural language processing, complex data

analysis and more. All of these factors make Python a great tool for scientific

computing and a solid alternative for commercial packages such as MatLab.
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FIG 2.1 JOB ROLES OF PYTHON DEVELOPERS

2.2.3 Python scientific libraries and tools

Astropy

The Astropy Project is a collection of packages designed for use in astronomy.
The core astropy package contains functionality aimed at professional astronomers

and astrophysicists, but may be useful to anyone developing astronomy software.

Biopython

Biopython is a collection of non-commercial Python tools for computational
biology and bioinformatics. It contains classes to represent biological sequences and

sequence annotations, and it is able to read and write to a variety of file formats.

Pandas

Pandas is a library for data manipulation and analysis. The library provides data

structures and operations for manipulating numerical tables and time series.
CMRTC
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Matplotlib

Matplotlib is a python 2D plotting library which produces publication quality

figures in a variety of hardcopy formats and interactive environments across

platforms. Matplotlib allows you to generate plots, histograms, power spectra, bar

charts, errorcharts, scatterplots, and more.

NumPy

NumPy is the fundamental package for scientific computing with Python,
adding support for large, multi-dimensional arrays and matrices, along with a large

library of highlevel mathematical functions to operate on these arrays.

NetworkX

NetworkX is a library for studying graphs which helps you create, manipulate,

and study the structure, dynamics, and functions of complex networks.

SciPy

SciPy is a library used by scientists, analysts, and engineers doing scientific
computing and technical computing. SciPy contains modules for optimization, linear
algebra, integration, interpolation, special functions, FFT, signal and image

processing, ODE solvers and other tasks common in science and engineering.

Scikit-learn

Scikit-learn is a machine learning library. It features various classification,
regression and clustering algorithms including support vector machines, random
forests, gradient boosting, k-means and DBSCAN, and is designed to interoperate

with the Python numerical and scientific libraries NumPy and SciPy.
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Scikit-image

Scikit-image is a image processing library. It includes algorithms for
segmentation, geometric transformations, color space manipulation, analysis,

filtering, morphology, feature detection, and more.
Graph-tool
Graph-tool is a module for the manipulation and statistical analysis of graphs.

Python Saves Time

Even the classic “Hello, world” program illustrates this point:
print("Hello, world")
For comparison, this is what the same program looks like in Java: public class

HelloWorld

{

public static void main(String[] args)

{

System.out.printin("Hello, world");

}

CMRTC
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2.2.4 Python Keywords
Keywords are the reserved words in Python.

We cannot use a keyword as variable name, function name or any other identifier.

They are used to define the syntax and structure of the Python language.

In Python, keywords are case sensitive.

CMRTC
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3.System Analysis

3.1 Problem Statement:

In the field of machine learning, the problem of category imbalance has always
been a challenge. Therefore, intrusion detection also faces enormous challenges in
network traffic with extremely imbalanced categories. Therefore, many scholars have
begun to study how to improve the intrusion recognition accuracy of imbalanced

network traffic data.
3.2 Existing System:

Some scholars applied machine learning methods in intrusion detection.
However, due to the limitation of computer storage and computing power at that time,
machine learning failed to attract attention. With the rapid development of computers
and the emergence and promotion of Artificial Intelligence(Al) and other

technologies, many scholars have applied machine learning methods to network

security. They have achieved certain results

3.3 Hardware Requirements

e RAM : 4GB min

e Hard Disc : 500 GB min

Graphical Processing unit if required

3.4 Software Requirements

e OS : Windows 10

e Technology : Python

e Domain : Machine Learning / Deep Learning
CMRTC
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4.Proposed System

Faced with imbalanced network traffic data, we propose a novel Difficult Set
Sampling Technique(DSSTE) algorithm to tackle the class imbalance problem in
network traffic. This method effectively reduces the imbalance and makes the
classification model learning difficult samples more effective. We use classic machine
learning and deep learning algorithms to verify on two benchmark datasets. The
specific contributions are as follows. (1) We use the classic NSL-KDD and the
up-to-date CSECIC-IDS2018 as benchmark datasets and conduct detailed analysis
and data cleaning. (2)This work proposes a novel DSSTE algorithm,reducing the
majority samples and augmenting the minority samples in the difficult set, tackling
the class imbalance problem in intrusion detection so that the classifier learns the
differences better in training. (3) The classification model uses Random Forest(RF),

Support Vector Machine(SVM), .

4.1 Methodology:

Stepl: Collect and store the Data.

Step2: Data pre processing

Step3: Extract the features from dataset

Step4: Make model to learn from the different input features.

Step5: Predict the results

4.2 Feasibility Study:

A credibility contemplate expects to fair-mindedly and soundly uncover the

qualities and inadequacies of a present business or proposed meander, openings and

CMRTC
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threats present in nature, the benefits required to bring through, and in the long run the

prospects for advance. In its most clear terms, the two criteria to judge

believability are incurred significant injury required and motivator to the fulfilled.

There are three sorts of attainability

e Economical Feasibility
e Technical Feasibility

e Operational Feasibility

4.2.1 Economical feasibility

The electronic structure manages the present existing system's data stream and
technique absolutely and should make each one of the reports of the manual structure
other than a substantial gathering of the other organization reports. It should be filled
in as an electronic application with specific web server and database server. Advance
a segment of the associated trades happen in different ranges. Open source

programming like TOMCAT, JAVA, MySQL and Linux is used to restrict the cost for

the Customer.No extraordinary wander need to manage the instrument.

4.2.2 Technical feasibility

Surveying the particular probability is the trickiest bit of a believability
consider. This is in light of the fact that, starting at the present moment, not a lot of

point by point layout of the system, making it difficult to get to issues like execution,

costs on (by excellence of the kind of development to be passed on) et cetera.

Different issues must be considered while doing a particular examination. Grasp
the differing progressions required in the proposed system. Before starting the

wander, we should be clear about what are the advances that are to be required for the

CMRTC
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change of the new system. Check whether the affiliation by and by has the required
advancements.
Is the required development open with the affiliation?

In case so is the utmost sufficient?

For instance — "Will the present printer have the ability to manage the new reports

and structures required for the new system?"

4.2 3 Operational feasibility

Proposed wanders are profitable just if they can be changed into information
systems that will meet the affiliations working necessities. Simply communicated, this
trial of probability asks with reference to whether the structure will work when it is
made and presented. Are there genuine obstacles to Implementation? Here are

questions that will help test the operational achievability of a wander.

» Is there sufficient help for the wander from organization from customers? In case
the present structure is particularly cherished and used to the extent that
individuals won't have the ability to see purposes behind change, there may be

resistance.

* Are the present business methodologies qualified to the customer? If they are not,
Users may welcome a change that will accomplish a more operational and

supportive systems.

* Have the customer been locked in with the orchestrating and change of the
wander?

Early commitment decreases the chances of impenetrability to the structure.

CMRTC
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5. Experimental Analysis

5.1 UML Diagrams

UML (Unified Modeling Language) is a standard vernacular for choosing,
envisioning, making, and specifying the collectibles of programming structures.
UML is a pictorial vernacular used to make programming blue prints.
5.1.1 Use case Diagram:
The use case graph is for demonstrating the direct of the structure. This chart
contains the course of action of use cases, performing pros and their relationship.
This chart might be utilized to address the static perspective of the structure.
create data

load data to systems

process he data

|

X

USER

|
|

generate results

Import data from UN
e

T
@the feasibility of the ec stem

é./

T
SERVER \

store the results

FIG 5.1: Use Case Diagram Of Proposed Structure

CMRTC
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5.1.2 Component Diagram

The imperative portion of part format is segment. This diagram demonstrates
within parts, connectors and ports that understand the piece. Precisely when section

is instantiated, duplicates of inside parts are besides instantiated.

Component diagram

User

Import data 3 | SyStem
& from user
Create Dataz |
3 Implement a]gorr!l‘r-i'n
Load data = I — i | |
to system Process the data
i : Check the feasibility generats result_?
work with ¢

Generate the

of the ecosystent
results i

H
ecosystem

Generate reporis-
Process the data e

Server

Maintain
resulits

Store the result

Store reports

Fig 5.2: Component Diagram Of Proposed structure

A part outline is spoken to utilizing segment. A part is a physical building piece
of the framework. It is spoken to as a rectangle with tab. Part outline portrays the
inward handling of the venture. The information is sent to the Hadoop where sqoop is

utilized for information cleaning and the reports are produced utilizing hive.

CMRTC
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5.1.3 Deployment Model

The fundamental fragment in game-plan layout is a middle point. The strategy
of focus focuses and their relationship with other is tended to utilizing sending plot.
The sending outline is identified with the area diagram, that is one focus purpose
obviously of activity format frequently includes no short of what one sections. This

outline is in like way critical for tending to the static perspective of the framework.

Deployment Diagram

e T
- |

User : System

Implement algorithm

SR DER | Check the feasibility '
Load data to system — == - of the ecosystem
work with ecosystem | Process the data
Process the data Import data from user
Generate the results 5 generate results

Generate reports

Server
Maintain the results

Store the result
Store reports

Fig 5.3: Deployment Model Of Proposed Structure

An arrangement graph is spoken to utilizing hub. A hub is a physical asset that
executes code parts. They are likewise used to portray run time handling of hubs. The
information is sent to the Hadoop where sqoop is utilized for information cleaning

and the reports are produced utilizing hive.

CMRTC
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5.2 Data Flow Diagrams:

An information stream design (DFD) is a graphical portrayal of the "stream" of
information through a data framework, demonstrating its strategy edges. A DFD is a
significant part of the time utilized as a preparatory stroll to make an overview of the
framework, which can later be cleared up. DFDs can in like way be utilized for the
depiction of information prepare. A DFD indicates what sort of data will be sense of
duty regarding and yield from the structure, where the information will begin from
and go to, and where the information will be secured. It doesn't demonstrate data

about the organizing of process or data about whether strategy will work in

game-plan or in parallel.
DFD Symbols:
In the DFD, there are four symbols

e A square defines a source or destination of system data.

e An arrow identifies data flow. It is the pipeline through which the information flows.

¥

e A circle represents a process that transforms incoming data flow into outgoing data
flow.
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5.2.1 Level 0: System input/ output level

A level 0 DFD describes the system wide boundaries, dealing input to and

output flow from the system and major processes.

Step - 0

Client e System

Fig 5.4: Level 0 DFD

DFD Level 0 is in like way called a Context Diagram. It's a urgent review of the
entire structure or process being bankrupt down or appeared.
5.2.2 Level 1: Sub system level data flow

Level 1 DFD delineates the accompanying level of purposes of enthusiasm with
the data stream between subsystems. The Level 1 DFD exhibits how the system is
secluded into sub-structures (shapes), each of which oversees no less than one of the
data streams to or from an outside pro, and which together give most of the

helpfulness of the system as a rule.

Step - 1

Client SemEabEm . Systam [and check e oasioiy  SETVET
| of ecosysteams
Fig 5.5: Level 1 DFD
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5.2.3 Level 2: File level detail data flow

Plausibility and  danger examination are  connected here  from

various perspectives. The level 2 DFD elucidates the fundamental level of
understanding about the system's
working.

Step -2

Client | Create data ’ SYStem

|

Implement Algorithm |
and check the feasibility| Se Wer

of ecosystems

|

Store and maintain

the results
‘ Results |
Fig 5.6: Level 2 DFD
5.3 Architecture:
=
.I . .hl
3} 1 rEining
: s e
-E Callscted F = 5 N i
- :_ diaka ] ?r'__:
E : (=]
5 - ¥ -
E h_, DiEtection ]%

5.7: BLOCK DIAGRAM OF PROPOSED SYSTEM
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5.4 Modules

Data Source KDD CUP dataset is used for the experiment. It has 42 attributes
classified under numeric, nominal, and binary. Two types of classes are there Normal
and Anomaly. Anomaly class has some attacks categorized as dos, probe, u2r, r21.

This dataset has enough volume of records for training and testing purposes.
5.4.1 Feature Extraction:
Feature selection is made in a dataset to lessen the computational effort and find
the optimal subset of the dataset that produces higher classification accuracy. A few
parts of a dataset include irrelevant and redundant features, and such features distract

the classifiers. PSO is used in this experiment for the extraction of features. 9 relevant

features are selected among 42 features of the KDD-CUP dataset. .
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6. Testing
6.1 Introduction To Testing

Testing is a procedure, which uncovers blunders in the program. Programming
testing is a basic component of programming quality affirmation and speaks to a
definitive audit of determination, outline and coding. The expanding perceivability of
programming as a framework component and chaperon costs related with a product
disappointment are propelling variables for we arranged, through testing. Testing is
the way toward executing a program with the plan of finding a mistake. The plan of
tests for programming and other built items can be as trying as the underlying outline
of the item itself It is the significant quality measure utilized amid programming
improvement. Amid testing, the program is executed with an arrangement of

experiments and the yield of the program for the experiments is assessed to decide

whether the program is executing as it is relied upon to perform.

6.2 Testing Strategies

A technique for programming testing coordinates the outline of programming
experiments into an all around arranged arrangement of steps that outcome in fruitful
improvement of the product. The procedure gives a guide that portrays the means to
be taken, when, and how much exertion, time, and assets will be required. The
procedure joins test arranging, experiment configuration, test execution, and test
outcome gathering and assessment. The procedure gives direction to the specialist and
an arrangement of points of reference for the chief. Due to time weights, advance

must be quantifiable and issues must surface as ahead of schedule as would be

prudent.

CMRTC

23



ARTIFICIAL INTELLIGENCE FOR CYBERSECURITY:
A SYSTEMATIC MAPPING OF LITERATURE

Keeping in mind the end goal to ensure that the framework does not have
blunders, the distinctive levels of testing techniques that are connected at varying

periods of programming improvement are:

6.2.1 Unit Testing

Unit Testing is done on singular modules as they are finished and turned out to
be executable. It is restricted just to the planner's prerequisites. It centers testing
around the capacity or programming module. It Concentrates on the interior preparing
rationale and information structures. It is rearranged when a module is composed with

high union

e Reduces the quantity of experiments

e Allows mistakes to be all the more effectively anticipated and revealed.

6.2.2 Black Box Testing

It is otherwise called Functional testing. A product testing strategy whereby the
inward workings of the thing being tried are not known by the analyzer. For instance,
in a discovery test on a product outline the analyzer just knows the information
sources and what the normal results ought to be and not how the program touches

base at those yields. The analyzer does not ever inspect the programming code and

does not require any further learning of the program other than its determinations.

6.2.3 White Box testing

It is otherwise called Glass box, Structural, Clear box and Open box testing . A
product testing procedure whereby express learning of the inner workings of the thing
being tried are utilized to choose the test information. Not at all like discovery testing,

white box testing utilizes particular learning of programming code to inspect yields.
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6.3 Test Approach

A Test approach is the test system usage of a venture, characterizes how testing
would be done. The decision of test methodologies or test technique is a standout

amongst the most intense factor in the achievement of the test exertion and the

precision of the test designs and gauges.

Testing should be possible in two ways

e Bottom up approach

e Top down approach

6.3.1 Bottom up Approach

Testing can be performed beginning from littlest and most reduced level
modules and continuing each one in turn. In this approach testing is directed from sub
module to primary module, if the fundamental module is not built up a transitory
program called DRIVERS is utilized to recreate the principle module. At the point
when base level modules are tried consideration swings to those on the following
level that utilization the lower level ones they are tried exclusively and afterward

connected with the already inspected bring down level modules

6.3.2 Top down Approach

In this approach testing is directed from fundamental module to sub module. in
the event that the sub module is not built up an impermanent program called STUB is
utilized for mimic the sub module. This sort of testing begins from upper level
modules. Since the nitty gritty exercises more often than not performed in the lower

level schedules are not given stubs are composed. A stub is a module shell called by
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upper level module and that when achieved legitimately will restore a message to the

calling module demonstrating that appropriate association happened.

6.4 Validation

The way toward assessing programming amid the improvement procedure or
toward the finish of the advancement procedure to decide if it fulfills determined
business prerequisites. Approval Testing guarantees that the item really addresses the
customer's issues. It can likewise be characterized as to exhibit that the item satisfies

its proposed utilize when sent on proper condition.

The framework has been tried and actualized effectively and along these lines
guaranteed that every one of the prerequisites as recorded in the product necessities

determination are totally satisfied.
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7. Discussion Of Results
7.1 Sample Code

" numpy as np\n",

"import pandas as pd\n",

"import matplotlib.pyplot as plt\n",

"from sklearn.feature selection import SelectKBest, chi2\n",

"from sklearn.ensemble import ExtraTreesClassifier\n",

"from sklearn.model selection import train_test split\n",

"from sklearn.metrics import accuracy score, precision_score, recall score,
f1_score, confusion matrix\n",

"from sklearn.svm import SVC\n",

"from sklearn.neighbors import KNeighborsClassifier\n",

"from sklearn.metrics import classification report confusion matrix,
_ > —
accuracy score\n",

"from sklearn.ensemble import RandomForestClassifier\n",
"from sklearn.ensemble import AdaBoostClassifier\n",

"from xgboost import XGBClassifier"

"from google.colab import drive\n",

"drive.mount('/content/drive")"

"df = pd.read_csv(\"/content/drive/MyDrive/dataset.csv\")\n",

"df.head()"
"columns=(['real','protocol type','service','flag','src_bytes','dst_bytes','land','wrong_frag
ment','urgent','reall','hot','num_failed logins','logged in',)num_compromised','root she

II')'su_attempted','num_root',)num_file creations',num_shells',)num access files','num
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_outbound cmds','"is_host login','is_guest login','count','srv_count','serror_rate','srv_se
rror_rate','rerror rate','srv_rerror rate','same srv_rate','diff srv rate','srv_diff host rat
e','dst_host_count','dst _host srv_count','dst host same srv_rate','dst host diff srv rat
e','dst_host same src_port rate','dst host srv_diff host rate','dst host serror rate','ds
t host srv_serror ra te','dst_host rerror rate', 'class'])\n",

"\n",

"df.columns = columns\n",

"pd.set_option('display.max_columns', 500)\n",

"df.head()"

"df new = df\n",

"from sklearn.preprocessing import LabelEncoder\n",

"labelencoder = LabelEncoder()\n",

"df new['protocol type'] = labelencoder.fit transform(df new['protocol type'])\n",
"df new['service'] = labelencoder.fit transform(df new|['service'])\n",

"df new['flag'] = labelencoder.fit_transform(df new['flag'])\n",

"df new['class'] = labelencoder.fit transform(df new]['class'])\n"

"df new.head()\n"

"X = df new.iloc[:,0:41] #independent columns\n",

"y =df new.iloc[:,41] #target column i.e price range"

"from sklearn.feature selection import SelectKBest, chi2\n",

"bestfeatures = SelectKBest(score func=chi2, k=10)\n",
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"fit = bestfeatures.fit(X,y)\n",
"dfscores = pd.DataFrame(fit.scores )\n",

"dfcolumns = pd.DataFrame(X.columns)"

"dfscores = pd.DataFrame(fit.scores )\n",

"dfcolumns = pd.DataFrame(X.columns)"

"featureScores = pd.concat([dfcolumns,dfscores],axis=1)\n",

"featureScores.columns = ['Specs','Score'[#namingthe dataframe
columns\n",

"print(featureScores.nlargest(30,'Score')) #print 10 best features"

"from sklearn.ensemble import ExtraTreesClassifier\n",

"import matplotlib.pyplot as plt\n",

"model = ExtraTreesClassifier()\n",

"model.fit(X,y)\n",

"print(model.feature_importances ) #use inbuilt class feature importances of tree
based classifiers\n",

"#plot graph of feature importances for better visualization\n",

"feat importances = pd.Series(model.feature _importances_, index=X.columns)\n",

"feat_importances.nlargest(10).plot(kind='barh')\n",

"plt.show()"

"from sklearn.model selection import train_test split\n",
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"from sklearn.metrics import accuracy score, precision score, recall score,

fl_score, confusion_matrix\n",

"X train, X test,y train,y test = train test split(X,y,test size=0.2,random _state=0)"
"print(X_train.shape)\n",

"print(y_train.shape)"

"from sklearn.svm import SVC\n",

"model=SVC()\n",

"model.fit(X_train, y train)\n",

"pred=model.predict(X_test)\n",

"from sklearn.metrics import classification report, confusion matrix\n",
"print(classification report(y_test, pred))\n",

"print('Accuracy: {:.3f}'.format(accuracy score(y_test, pred)))\n"

"from sklearn.neighbors import KNeighborsClassifier\n",

"classifier = KNeighborsClassifier(n_neighbors=12)\n",

"classifier.fit(X train, y train)\n",

"y _pred = classifier.predict(X test)\n",

"from sklearn.metrics import classification report, confusion matrix\n",
"print(confusion_matrix(y_test, y pred))\n",

"print(classification_report(y_test, y pred))\n"

"from sklearn.metrics import classification_report, confusion_matrix,
accuracy_score\n",
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"from sklearn.ensemble import RandomForestClassifier\n",

"regressor = RandomForestClassifier(n_estimators=20, random_state=0)\n",
"regressor.fit(X_train, y_train)\n",

"y pred_class=regressor.predict(X_test)\n",
"print(confusion_matrix(y_test,y pred class))\n",
"print(classification_report(y_test,y pred class))\n",

"rf = accuracy_score(y_test, y pred class)"

"from sklearn.ensemble import AdaBoostClassifier\n",
"model = AdaBoostClassifier()\n",

"model.fit(X train, y train)\n",

"y pred class=model.predict(X test)\n",

"y pred class = model.predict(X_test)\n",
"print(confusion matrix(y_test,y pred class))\n",
"print(classification_report(y_test,y pred class))\n",

"abc = accuracy score(y_test, y pred class)\n",

n n

abc

"from xgboost import XGBClassifier\n",

"model = XGBClassifier()\n",

"model.fit(X_train, y train)\n",

"y pred class=model.predict(X test)\n",

"print(confusion_matrix(y_test,y pred class))\n",

"print(classification_report(y_test,y pred class))\n",

"xgb = accuracy score(y_test, y pred class)\n",
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8.Conclusion & Future Enhancement
8.1 Conclusion

We presented ML technologies in a steel plate production line. We focused on

finding high-scored ML algorithms which can be used for the roll force and plate
thickness  prediction at each rolling pass, so that one can find

thebestcontrolconditionstoproducehighqualitysteelplate products.Peer to peer lending
is understood as an online activity where P2P platforms act as the marketplace to
connect investors and borrowers of funds electronically. There is no need of any prior
relationship between both the parties. A simple registration on the platform by lenders
and orrowers is followed by a rigorous credit assessment process. The platform
analyzes the creditworthiness and then classify loan requests into different risk
categories leaving the decision to extend or not expend funds on the lenders only. The
present exploratory study has analyzed the reasons for the exponential growth of P2P

lending, the challenges and risk factors for different parties.
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ABSTRACT

Due to the ever-increasing complexities in cybercrimes, there is the need for cybersecurity methods to be more
robust and intelligent. This will make defense mechanisms to be capable of making real-time decisions that can
effectively respond to sophisticated attacks. To support this, both researchers and practitioners need to be
familiar with current methods of ensuring cybersecurity (CyberSec). In particular, the use of artificial
intelligence for combating cybercrimes. However, there is lack of summaries on artificial intelligent methods
for combating cybercrimes. To address this knowledge gap, this study sampled 131 articles from two main
scholarly databases (ACM digital library and IEEE Xplore). Using a systematic mapping, the articles were
analyzed using quantitative and qualitative methods. It was observed that artificial intelligent methods have
made remarkable contributions to combating cybercrimes with significant improvement in intrusion detection
systems. It was also observed that there is a reduction in computational complexity, model training times and
false alarms. However, there is a significant skewness within the domain. Most studies have focused on
intrusion detection and prevention systems, and the most dominant technique used was support vector
machines. The findings also revealed that majority of the studies were published in two journal outlets. It is
therefore suggested that to enhance research in artificial intelligence for CyberSec, researchers need to adopt
newer techniques and also publish in other related outlets.

Keywords: Artificial intelligence and cybersecurity, information security, machine learning, systematic
reviews.
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L INTRODUCTION

The rapid evolution of information and communication technologies, including the Internet has bred
positive implications to organizations and social lives. The Internet provides a platform that facilitates
communication and networking. It supports knowledge sharing [1] and social interaction [2] which are
important ingredients for human development. Amidst all the benefits, it has a dark side. Its increase in reliance
on third party and/or cloud-based data storage and applications, make it extremely difficult for organizations to
provide ‘‘total’’ security to their information systems.

For instance, current cloud infrastructure is characterized by a three-layer architecture. Each layer is
arguably at risk from a range of vulnerabilities introduced either by programmers or service providers. The
disparate handling of data makes crimes such as cybertheft and cyber-fraud more complex to track within
cyberspaces [3]. More worryingly, ubiquitous distributed computing eliminates the importance of geographical
boundaries, and this also makes it possible for criminal activities to originate from any part of the World [4].
Hence, organizations are increasingly challenged by a wide range of cyber-attacks [5], [6].

These attacks are characterized by a high level of sophistication that calls for tthe need of adopting
Artificial Intelligence (Al) or intelligent agents to combat them.

Accordingly, cyber defense mechanisms must be i) increasingly intelligent, ii) more flexible, and iii)
robust enough to detect a variety of threats and mitigate against them. To achieve these requirements,
organizations are adopting Al techniques to effectively monitor and combat cyber-attacks and cybercrimes.
This, in addition, calls for the need for researchers and practitioners to be familiar with current state of the art on
the use of Al methods for cyber safety. Although some existing studies have summarized and discussed issues
impacting cybersecurity (CyberSec), to the best of our knowledge none has, in a systematic manner, focused on
Al applications in CyberSec. Thus, this paper aims to systematically review existing studies on the use of Al
techniques for combating cyber-attacks.

The next section provides a brief background on how Als are used in combating CyberSec issues. This
is followed by a discussion on existing related works and the current knowledge gap. The method used for
conducting the study, the findings, discussions and conclusions are also presented.
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II. LITERATURE SURVEY
A.Intrusion detection systems
Intrusion can be defined as any kind of unauthorised activities that cause damage to an information system. This
means any attack that could pose a possible threat to the information confidentiality, integrity or availability
will be considered an intrusion. For example, activities that would make the computer services unresponsive to
legitimate users are considered an intrusion. An IDS is a software or hardware system that identifies malicious
actions on computer systems in order to allow for system security to be maintained. The goal of an IDS is to
identify different kinds of malicious network traffic and computer usage, which cannot be identified by a
traditional firewall.
B.Signature-based intrusion detection systems
Signature intrusion detection systems (SIDS) are based on pattern matching techniques to find a known attack;
these are also known as Knowledge-based Detection or Misuse Detection (Khraisat et al., 2018). In SIDS,
matching methods are used to find a previous intrusion. In other words, when an intrusion signature matches
with the signature of a previous intrusion that already exists in the signature database, an alarm signal is
triggered. For SIDS, host’s logs are inspected to find sequences of commands or actions which have previously
been identified as malware. SIDS have also been labelled in the literature as Knowledge-Based Detection or
Misuse Detection.
C.Anomaly-based intrusion detection system (AIDS)
AIDS has drawn interest from a lot of scholars due to its capacity to overcome the limitation of SIDS. In AIDS,
a normal model of the behavior of a computer system is created using machine learning, statistical-based or
knowledge-based methods. Any significant deviation between the observed behavior and the model is regarded
as an anomaly, which can be interpreted as an intrusion. The assumption for this group of techniques is that
malicious behavior differs from typical user behavior.
D.Python
Python is a programming language, which means it’a a language both people and computers can understand.
Python was developed by a Dutch software engineer named Guido van Rossum, who created the language to
solve some problems he saw in computer languages of the time.Python is an interpreted high-level
programming language for general-purpose programming. Created by Guido van Rossum and first released
program. Python features a dynamic type system and automatic memory management. It supports multiple
programming paradigms, including object-oriented, imperative, functional and procedural, and has a large and
comprehensive standard library.

III. PROPOSED SYSTEM

Faced with imbalanced network traffic data, we propose a novel Difficult Set Sampling
Technique(DSSTE) algorithm to tackle the class imbalance problem in network traffic. This method effectively
reduces the imbalance and makes the classification model learning difficult samples more effective. We use
classic machine learning and deep learning algorithms to verify on two benchmark datasets. The specific
contributions are as follows. (1) We use the classic NSL-KDD and the up-to-date CSECIC-IDS2018 as
benchmark datasets and conduct detailed analysis and data cleaning. (2)This work proposes a novel DSSTE
algorithm,reducing the majority samples and augmenting the minority samples in the difficult set, tackling the
class imbalance problem in intrusion detection so that the classifier learns the differences better in training. (3)
The classification model uses Random Forest(RF), Support Vector Machine(SVM), .

Iv. METHODOLOGY
A. System Architecture
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B.Modules

Data Source KDD CUP dataset is used for the experiment. It has 42 attributes classified under numeric,
nominal, and binary. Two types of classes are there Normal and Anomaly. Anomaly class has some attacks
categorized as dos, probe, u2r, r2l. This dataset has enough volume of records for training and testing purposes.
° Feature Extraction: Feature selection is made in a dataset to lessen the computational effort and find
the optimal subset of the dataset that produces higher classification accuracy. A few parts if a dataset include
irrelevant and redundant features, and such features distract the classifiers. PSO is used in this experiment for
the extraction of features. 9 relevant features are selected among 42 features of the KDD-CUP dataset. .

OuUTPUT

Output fig 1: Loading the libraries required for the model
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Output fig 4:Label encoder for converting data to numeric format

Output fig 5:Chi2 model for identifying the parameters
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Output fig 6:Dividing data to training and testing

} Output fig 7:SVC model for analyzing the data

OIltput fig 8:Random Forest model for analyzing the data
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Output fig 9:Adaboost Classifier model for analyzing the data

& Al-intrusion

Output fig 10:XGB Classifier for model

V.  CONCLUSION AND FUTURE ENHANCEMENT

In conclusion, the study suggests that the application of Al in the CyberSec domain has been
promising with IDPS  showing improvement. Al has facilitated a reduction in computational complexity and
reduced model training times. It was also observed that there is a considerable skewness within the domain.
Moreover, researchers have focused on fewer algorithms and as such newer algorithms are not popular. This
stands as both a challenge and also an opportunity for researchers. It is believed that Al applications will
continue to offer opportunities for cybersecurity. However, research must never stand still, and researchers need
to start adopting and adapting new approaches and publish more widely.
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